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Abstract of the contribution: Clause 7 is about Subscription Privacy.  Some privacy solutions conceal the IMSI from the serving network, but the serving network needs IMSI for law enforcement reasons.  This pCR adds a new solution to clause 7, in which the UE sends its IMSI to the serving network in encrypted signalling.  This feature is already mentioned in solution #2.12, but here we pull it out as a separate solution.
1. Introduction

Solutions such as #7.3 and #7.4 (and also #2.12) use either IMSI encryption or a pseudonym, in such a way that the serving network might not naturally be able to see the real IMSI.  
But recent advice (on the SA3 email reflector) indicates that the serving network needs to know the IMSI for law enforcement reasons.  It also appears that it is not generally sufficient for the home network to send the IMSI to the serving network (as in solution #7.7), because it would be too easy for the home network to lie about the IMSI, if this were the only way in which the VPLMN learns the IMSI.  
A more robust approach is to have both the home network and the UE report the real IMSI to the VPLMN (in the UE case, in encrypted signalling, after successful authentication).  In this pCR, we add a solution in which the UE reports its IMSI to the serving network.  This idea is already present in solution #2.12 (see clause 5.2.4.12.2.3.2), but it seems useful to have it as a separate, standalone solution in Clause 7.
2. Text proposal

In line with the discussion above, we propose the following new solution.  All text is new, so it is not shown change marked, for ease of reading.
~ ~ ~ Start of first text proposal ~ ~ ~
5.7.4.a
Solution #7.a: UE reports permanent subscriber identifier to serving PLMN
5.7.4.a.1
Introduction  

Solutions such as #7.3 and #7.4 (and also #2.12) use either encryption of the long-term subscriber identifier, or pseudonyms, or both, in such a way that the serving network might not naturally be able to see the real long-term subscriber identifier.  But LI requirements mean that the serving network does need to know this long-term subscriber identifier. 
5.7.4.a.2
Solution details
After successful authentication (and not otherwise), the UE sends its long-term subscriber identifier to the serving network, in encrypted NAS signalling.
5.7.4.a.3
Evaluation 

-
In normal operation, this solution gives the serving network visibility of the long-term subscriber identifier, as required.
-
A modified or specially built UE (but still containing genuine subscriber credentials) could falsify its long-term subscriber identifier.  This solution is more robust, therefore, when paired with solution #7.7 (in which the home network also sends the long-term subscriber identifier to the serving network), if the serving network checks that the two reported versions of the long-term subscriber identifier match, and drops the connection otherwise.
~ ~ ~ End of first text proposal ~ ~ ~
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